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DDA 75-4319
11 September 1975

MEMORANDUM FOR: Director of Security

SUBJECT : CIA Action on NSSM 229

1. The Agency group organized to formulate Agency
positions and contributions to the Scowecroft group estab-
lished by NSSM 229 held its first meeting on 10 September.
In the course of this meeting, I was tasked to obtain inputs
from the Office of Security concerning the adequacy and
workability of those portions of the May 1972 NSC Directive
Governing the Classification, Downgrading, Declassification
and Safeguarding of National Security Information which
pertain to the protection and transmission of classified
information. The pertinent portions of the Directive are
contained in appendixes, copies of which are attached.

2. I would appreciate it if you could have someone
review thase appendixes and provide me with any Security
comments prior to the next meeting of the working group
scheduled for next Wedneséay,/}B’September, at 1615 hours.

’ 17 -

25X1

Assistant for Information

Attachments: a/s

AI/DDA _ 1(11 sep 75)
Distribution:
Original - Addressee w/atts.
Qf— DDA Subject w/atts.
1 - DDA Chrono w/o atts.
1l - HGB Chrono w/o atts.
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Chapter III--Presidential Documaents, ete.

“FORMERLY RESTRICTED DATA” -

Unauthorized disclosure subject to Administrative and Criminal Sanz-
tions. Handle as Restricted Data in Foreign Dissemination. Section [-t4.b.,
Atomic Energy Act, 1954.

(3) Information Other Than Restricted Data or Formerly Restricied
Date. For classified information or material furnished to persons outside
the Ixecutive Branch of Government other than as described in (1) and

(2) above:
“NATIONAL SECURITY INFORMATION"

Unauthorized Disclosure Subject to Criminal Sanctions.

(4) Sensitive Intelligence Information. For classified inforrration or
material relating to sensitive intelligence sources and methods, the follow-
ing warning notice shall be used, in addition to and in conjunction with
those prescribed in (1), (2), or (3), above, as appropriate:

“WARNING NQTICE—SENSITIVE INTELLIGENCFE SOURCE
AND METHODS INVOLVED”

V  PROTECTION AND TRANSMISSION OF CLASSIFIED INFORMATION

A. General. Classified information or material may be used, heid, or
stored only where there are facilities or under conditions adequate to
prevent unauthorized persons from gaining access to it. Whenever such
information or material is not under the personal supervision of an
authorized person, the methods set forth in Adppendix A hereto shall be
used to protect it. Whenever such information or material is transmitted
outside the originating Department the requirements of Appendiv B
hereto shall be observed.

B. Loss or Possible Compromise. Any person who has knowledze of
the loss or possible compromise of classified information shall immedi-
ately report the circumstances to a designated official of his Department
or organization. In turn, the originating Dcpartment and any other
interested Department shall be notified about the loss or possible com-
promise in order that a damage assessment may be conducted. An
immediate mqmr) shall be initiated by the Department in which the
loss or compromise oceurred for the purpose of taking corrective meas- -
ures and appropriate administrative, disciplinary, or legal action.

VI Access AND ACCOUNTABILITY

A. Ceneral Access Requiremnents. Except as provided in B, and C.
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Chapter 11l -Presidential Documents, etc.

APPENDIX A

PROTECTION OF CLASSIFIED INFORMATION B

o " —— o

A. Storage of Top Secret. Top Sccret information and material shall be stored in -
' a safe or safe-type steel file container having a built in three-position dial-type com-
bination lock, vault, or vault-type room, or other storage facility which meets the
standards for Top Secret established under the provisions of (C} below, and which
minimizes the- possibility of unauthorized access to, or the physical theft of, such
information or material. .

e g p——— &

stored in a manner authorized for Top Secret information and material, or in a con-
tainer or vault which meets the standards for Secret or Confidential, as the case may
be, established under the provisions of (C) below.

C. Standards for Security Equipment. The General Services Administration shall, ;

in coordination with Departments originating classified information or material, v
establish and publish uniform standards, specifications and supply schedules for con- 2
tainers, vaults, alarm systems and associated security devices suitable for the storage ’ . i
and protection of all categories of classified information and material. Any Depart- . R
. ment may establish for use within such Department more stringent standards. When-
ever new security equipment is procured, it shall be in conformance with the foregoing
standards and specifications and shall, to the maximum extent practicable, be of the :
type designated on the Federal Supply Schedule, General Services Administration. R

E. Storage of Secret or Confidential. Secret and Confidential material may be l

ererve—tm——mi o
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D. Exception to Standards for Security Equipment. As an exception to (C) above, . S
Secret and Confidential material may also be stored in a steel filing cabinet having a -
built in, three-position, dial-typ= combination lock; or a steel filing cabinet equipped
with a steel lock bar, provided it is secured by a GSA approved changeable com-
bination padlock.

E. Combinations. Combinations to security equipment and devices shall be changed ‘{
only by persons having appropriate security clearance, and shall be changed when- ) '
ever such equipment js placed in use, whenever a person knowing the combination
is transferred from the office to which the equipment is assigned, whenever a combi-
nation has been subjected to possible compromise, and at least once every year.
Knowledge of combinations shall be limited to the minimum number of persons
necessary for operating purposes. Records of combinations shall be classified no

- lower than the highest category of classified information or material authorized for
storage in the security equipment concerned.

F. Telecommunications Conversations. Classified information shall not be revealad i
in telecommunications conversations, except as may be authorized under Appeandix B ;
with respect to the transmission of classified information over approved cominunica-

tions circuits or systems, o

G. Responsibilities of Custodians. Custodians of classified material shall be responsi-
ble for providing protection and accountability for such material at all times and
particularly for locking classified material in approved security equipment whenever
it is not in use or under direct supervision of authorized persons. Custodians shall i
follow procedures which insure that unauthorized persons do not gain access to i
classified information or material by sight or sound, and classified information shall ;
not be discussed with or in the presence of unauthorized persons.

ArrEnDIx B

TRANSMISS5ION OF CLASSIFIED INFORMATION

A. Preparation and Receipting, Classified information and material shall be en
closed in opaque inner and outer covers before transmitting. The inner cover shall
be a sealed wrapper or envelope plainly marked with the assigned classification and

~
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Title 3A--The President, Appendix

address. The outer cover shall be sealed and addressed with no indication of the classi-
fication of its contents. A receipt shall be attached to or enclosed in the inner cover,
except that Confidendal imaterial shall require a receipt only if the sender deems it
necessary. The receipt shall identify the sender, addressee, and the document, but shall
contain no classificd information. It shall be signed by the recipient and returned to
the sender. '

B. Transmission of Top Secret. The transmission of Top Secret information and
material shall be effected preferably by oral discussions in person Letween the officials
concerned. Otherwise the transmission of Top Secret information and material shall
be by specifically designated personncl, by State Department diplomatic pouch, by a
messenger-courier system especially created for that purpose, over authorized com-
munications circuits in encrypted form or by other means authorized by the National
Security Council; except that in the case of information transmitted by the Federal
Bureau of Investigation, such means of transmission may be used as are approved by the
Director, Federal Bureau of Investigation, unless express reservation to the contrary
is made in exceptional cases by the originating Department.

C. Transmission of Secret, The transmission of Secret material shall be effected in
tie {ollowing manner.

(1) The Fifty States, Distrigt of Columbia, Puerto Rico. Sccrct information and
material may be transmitted within and between the forty-eight contiguous states and
District of Columbia, or wholly within the State of Hawaii, the State of Alaska, or the
Commonwealth of Puerto Rico by one of the means authorized for Top Secret infor-
mation and material, the United States Postal Service registered mail and protective
services provided by the United States air or surface commercial carriers under such
conditions as may be prescribed by the head of the Department concerned.

(2) Other Arcas, Vessels, Military Postal Services, Aircraft. Secret information
and material may be transmitted {from ot to or within areas other than those specified
in (1) above, by one of the means established for Top Secret information and mate-
rial, captains or masters of vessels of United States registry under contract to a De-
partment of the Executive Branch, United States registered mail through Army,
Navy or Air Force Postal Service facilities provided that malerial does not at any time
pass out of United States citizen control and does not pass through a foreign postal
system, and commercial aircraft under charter to the United States and military or
other government aircraft,

(3) Cenadian Government Installations. Secret information and material may be
transmitted between United States Government or Canadian Government installations,
or both, in the forty-eight contiguous states, Alaska, the District of Columbia and
Canada by United States and Canadian registered mail with registered mail receipt.

(4) Special Cases. Each Department may authorize the use of the United States
Postal Service registered mail outside the forty-eight contiguous states, the District of
Columbia, the State of Hawaii, the State of Alaska, and the Commonwealth of
Puerto Rico if warranted by security conditions and essential operational requirements
provided that the materizl does not at any time pass out of United States Government
‘and United States citizen control and does not pass through a foreign postal system.

D. Transmittal of Confidential. Confidential information and material shall be
transmitted within the forty-eight contiguous states and the District of Columbia,
oz whelly within Alaska, Hawaii, the Commonwealth of Puerto Rico, or a2 United
States possession, by one of the means established for higher classifications, or by
certified or first class mail. Outside these areas, Confidential information and material
shall be transmitted in the same manner as anthorized for higher classifications.

E. Alternative Transmission of Confidential. Each Department having zuthority
1o classify infermation or material as “Confidential” may issue regulations author-
izing alternative or additional methods for the transmission of material classified
“Confidential” outside of the Depariment. In the case of material originated by
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Chapter lI--Presidential Documents, etc.

another agency, the method of transmission must b at least as secure as the trans-
niission procedures imposed by the origirator,

F. Transmission Within a Depeartment. Deparlment regulations governing the
preparation and transmission of classified information within a Departmert shall
ensure a degree of security equivalent to that prescribed ahove for transmissicn out-
side the Department.
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